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Buffer overflow vulnerability lab report

$include <iostream>
nsing namespace acd;
int main({void)
{
int tescs[10}:
int test:;
int num_elems;

cout << "How many numbers? "
cin >> num elems;

for {(int i = 0; 1 < num elems; i++)
{
cout << "Please type a number: "
cin >> Tesat:

a

teascs[i]= tesc;

retarn C©

LT

SEED Labs = Builfer (hverllow Valierability Lab 5

Set=UTD bit, because cwnership change will cause the Set -UTD bt to be tarned off,

-3 e 2tack =% axasatack -fhlil-#!.#th-:l-l.'l:llﬂ-l:f.{l-r SACK. T
F suwds chown root atack i)
% sudo chaod 4755 stack @

The abovve progranm s a bufler overflow vulnerabality. I firsa resds an input from a Gle called badfile,
an] then passes this impist to another baffer 1n the functson bo £ () . The onginal mput can have & maximuom
kength of 517 byes, but the buffer in bof () is oaly 24 bvies long. Because st ropy () does o chack
boundanes, bulfer overflow will accur. Since this program 15 a Sel-rool-LU1D program, of a mormal user can
exploit this bufier overfley volneratulity, the nommal wser mi;h.l he ahle 1o get a root shell. 1 shoald be
mobie] thal the proseran gets Ws inpal From a file called bad£1 Lo, This fike 15 under users’ control Now, our
ohgective 1= o cnreade the conlents for badf: Lo, such that when the velnerable progran copees the conents
nbor iis baffer, o root shell can be spaaned

For Imstructor:  To fesd whether students really know how g0 condect ihe stiack, dunng the demo time,
ask studenis (o change the buffer size from 24 10 another sumber in the valmerable peogram stack. < If
stuckents really know the sttsck, they shounld be abde to modaly thear atacking code and successfully launch
the akisck.

Buffer Overflow Vulnerability Lab

1 Lab Overview

The leaming objective of this lab is for students to gain the firsi-hand expenence on buffer-
averflony wulnerability

by paitting wikat they have leamed about the vulnerability from class into actions. Bulfer overliow
s

defined as the conditicn in which a prograen attempts to write data beyond the boundarkes of

pre-allocated
oo length buffiers. This. vulnerability can be ulilned by a malicious user 1o alter tha flow control
of the

program, even execube arbitrary pleces of code. This vulnerability arses due io the mixing of the

slorage

for data (0.g. buffers) and the storage for controls (0.9, neturn addresses) an overfiow in the
data pan ean

affect the control Niow of the program, becsuse s overfiow can change th retunm address.
In this lab, students will ba given a program with a buller-overflow vuinerability. their task (s 1o
devedop

a schoma 10 axploil the vuinerabiity and finally to gain the rool privilege. In addition 1o the
attacks, students

will be guided 1o walk through several profection schames thal have been implemanted in
Fedora o counter

againsd tha buffor-overdfiow altacks. Students need 10 evaluate whether he schomes work o not

2.1 Initial sebup

You can axecule the lab tasks using the preconfigured Ubuntu machine. Ubuntu and several
obfer Linuxbased

syslems uses address Space rAndomiEation 1o randomize the staring sddress of heap and
slack. This

maluns guessing the exact addressaes dificult: guessing addrosses is ona of the critical steps of
bufler crsfion

;m.mmu.um‘ thiese fealures using e Tolltwing comimands:

su rool

Password: (anier rool password)

#syscll -w koernel randomize_va_space=0

ExecShisid Protection: Fedora linux mmplements a prolection mechanism called ExecShield by
dafaull

but Lburitu systems oo not have this protecton by defaull. ExecShisdd essentialy dealows
nupculing &

MMHLBGHMM As a resull, buffer-overfiow attacks will nol work, To disable
ExscShenld in

Fedora, you may use the following command.

§ su root

Password: (enler root passwond)

¥ gysctl -w kemel axec-shiskd=0

Laboratory lor Computer Security Educalion 2

H you are using a Fedora virtual machine for executing this lab task, please disable exec-shield
bedore doing

ktop/task1s gdb stack

'ree to change and redistribu
it permitted by law. Type “show copying”

3 or later <http://gnu.org/licenses/gpl. htnls
bute it.

OxbFffF157
Bxb7fcaffa Bxb7fcaffa
OxbFFFfI6s Bxb7f26b8
0x08000000 0x00000000

Portanto, vamos ligar/bin/sh a outra shell que nAfo tenha tal contramedida (em tarefas posteriores, vamos mostrar que com um pouco mais de esforA§o, a contramedida in/bin/dash pode ser facilmente derrotada). Esta marcaA§Afo A© feita automaticamente pelas versApes recentes do gcc, e por padrAfo, as pilhas sAfo definidas para nAfo serem
executAjveis. After finding the address of ebp we need to find the starting address of buffer[24] which is buffer[0] so that we can calculate offsetp $ebpp &bufferp $ebp A¢AA p &bufferfig2: address of buffer and ebpWe found that the outputs to be$ebp = 0xbfffeb08&buffer = Oxbffeae8$ebp- &buffer = 0x20 = 32(in decimal)As we know that the
return address is at ebp + 4 byte as the size of frame pointer is 4 bytes so the return address is at 32+4=36 bytes from the buffer.After determining the return address we replace the return address by something by ebp + offset where offset can be any value that will map it to the address containing NOP instructions that will eventually lead to the
address containing shell code.fig 3: adding code to exploit.cWe can also add the memory location using little Endian format which is*(buffer+36) = 0x90;*(buffer+37) = Oxeb;*(buffer+38) = 0xff;*(buffer+39) = 0xbf;Note: 0xbfffeb08+0x88 = Oxbfffeb90Here we have added 0x88 (128) into the ebp address . Aqui a funA§A£o bof tem um programa de
buffer overflow EntAfo quando a funA§Afo principal chama bof podemos executar o buffer overflow na pilha da funA§Afo bof substituindo o endereA§o de retorno na pilha. Em bof temos buffer[24] entAfo se empurrarmos mais dados. Aqui estAj o programa bAjsico de exploraA§A£o fornecido para nA3s. O ponteiro da moldura atual (ebp) apontarA;j
para o aht zimodnar ot noitazimodnar ecsa sard sesamsis desab-xunil. rehto lareves dna utnubU: noitazimodnar ecapS sserdA:era ffo nrut den ew serusaemretnuoC.wolfrevo reffub mrfrep neht dna serusaemretnuc esoht fo gninrut eb lliw ew noisses siht roF.bal. DEES eht no skcata and wolfrevo refub gnimrofrep eb lliw eWkcattAWolfrevO
reffuBB8gnitartsnomeD.deteceb lw eoicoeoicoeoeoiceoehtLoeoicoeoeoeoeoeoeoeneneneoeoeoeoeoeoeoeoeoeoeoeoewLertLoeoeoeoeoeoeoeoeoeoeSuicilam Erehw Sserdah Htiw Noitcnuf Ha Fu Sserdah Neruter Aht Ecalper ew Fi EreH .Flesti Htiw Sordda Neruter Ahh Gnicalper tniop on eb lliw Ereht Sordda Nruter Lanigiro eht Ti Ekat lliw Ti SA 4
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