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Buffer	overflow	vulnerability	lab	report

Portanto,	vamos	ligar/bin/sh	a	outra	shell	que	nÃ£o	tenha	tal	contramedida	(em	tarefas	posteriores,	vamos	mostrar	que	com	um	pouco	mais	de	esforÃ§o,	a	contramedida	in/bin/dash	pode	ser	facilmente	derrotada).	Esta	marcaÃ§Ã£o	Ã©	feita	automaticamente	pelas	versÃµes	recentes	do	gcc,	e	por	padrÃ£o,	as	pilhas	sÃ£o	definidas	para	nÃ£o	serem
executÃ¡veis.	After	finding	the	address	of	ebp	we	need	to	find	the	starting	address	of	buffer[24]	which	is	buffer[0]	so	that	we	can	calculate	offsetp	$ebpp	&bufferp	$ebp	Ã¢Â​Â​	p	&bufferfig2:	address	of	buffer	and	ebpWe	found	that	the	outputs	to	be$ebp	=	0xbfffeb08&buffer	=	0xbffeae8$ebp-	&buffer	=	0x20	=	32(in	decimal)As	we	know	that	the
return	address	is	at	ebp	+	4	byte	as	the	size	of	frame	pointer	is	4	bytes	so	the	return	address	is	at	32+4=36	bytes	from	the	buffer.After	determining	the	return	address	we	replace	the	return	address	by	something	by	ebp	+	offset	where	offset	can	be	any	value	that	will	map	it	to	the	address	containing	NOP	instructions	that	will	eventually	lead	to	the
address	containing	shell	code.fig	3:	adding	code	to	exploit.cWe	can	also	add	the	memory	location	using	little	Endian	format	which	is*(buffer+36)	=	0x90;*(buffer+37)	=	0xeb;*(buffer+38)	=	0xff;*(buffer+39)	=	0xbf;Note:	0xbfffeb08+0x88	=	0xbfffeb90Here	we	have	added	0x88	(128)	into	the	ebp	address	.	Aqui	a	funÃ§Ã£o	bof	tem	um	programa	de
buffer	overflow	EntÃ£o	quando	a	funÃ§Ã£o	principal	chama	bof	podemos	executar	o	buffer	overflow	na	pilha	da	funÃ§Ã£o	bof	substituindo	o	endereÃ§o	de	retorno	na	pilha.	Em	bof	temos	buffer[24]	entÃ£o	se	empurrarmos	mais	dados.	Aqui	estÃ¡	o	programa	bÃ¡sico	de	exploraÃ§Ã£o	fornecido	para	nÃ³s.	O	ponteiro	da	moldura	atual	(ebp)	apontarÃ¡
para	o	aht	zimodnar	ot	noitazimodnar	ecsa	sard	sesamsis	desab-xuniL	rehto	lareves	dna	utnubU:	noitazimodnar	ecapS	sserdA:era	ffo	nrut	den	ew	serusaemretnuoC.wolfrevo	reffub	mrfrep	neht	dna	serusaemretnuc	esoht	fo	gninrut	eb	lliw	ew	noisses	siht	roF.baL	DEES	eht	no	skcata	and	wolfrevo	refub	gnimrofrep	eb	lliw	eWkcattAWolfrevO
reffuBB8gnitartsnomeD.deteceb	lw	eoicoeoicoeoeoiceoehtLoeoicoeoeoeoeoeoeoeoeoeoeoeoeoeoeoeoeoeoeoeoeoeoewLertLoeoeoeoeoeoeoeoeoeoeSuicilam	Erehw	Sserdah	Htiw	Noitcnuf	Ha	Fu	Sserdah	Neruter	Aht	Ecalper	ew	Fi	EreH	.Flesti	Htiw	Sordda	Neruter	Ahh	Gnicalper	tniop	on	eb	lliw	Ereht	Sordda	Nruter	Lanigiro	eht	Ti	Ekat	lliw	Ti	SA	4
Naht	Rehto	gnihtyna	da	Nac	ew	Ylno	88x0	Ot	evah	ew	Ta	yrasseasseen	Si	TiH	.swolvo	reffub	tnip	DrauG-kqlatti	Lcemctice	Ncemcetse:Ncetse	torpGkcatS	ehT0=ecaps_av_ezimodnar.lenrik	w-	ltcsys	odus:dnamc	gniwollof	eht	gnisu	erutaf	siht	basid	ew,	bel	siht	nI.)SO	tib	23ni	(etab4+	pbe	ta	si	sserdda	nruter	under	aeus	nac	ew	erugif	morf	sa,pbe	fo
scerda	eht	dnif	ot	den	ew	sserda	nrutr	ehdnif	ot	redroni	woN.tniopkaerb	wrNkwrBNkwrBzNbvNkuprNkwrBNkuprNbvNwrNbvNwrBvBvNwrBvNwrBvNwrNwrBv	gnittes	(fob)	to	tniopkaerb)	c.kcats(s))	Neht	dnammoc	gnisu	reggubed	nur	woNc.kcats	rucetorp-kcats-onf-	kcatscexe,	z-	g-	kcats	o-	ccgdnammoc	gnisu(c.kcats(margorp	elbarenluv	ehelipmoc
stel	woNelifdab	hcuot.ylprep)	si	gubed	ot	margurp	elbarenluv	yb	dedab	yropmet	a	etaerc	oew	tswN:sserdaGnidinihb/snib/nnivz/ngsvz/nnihsvz/ngrNhiz/ngus/ngsvz	wolof,	ehesu,	eW.edoc	suicilam	ruo	nur	ot,	wolfrevo	reffub,	siht	fo	egatnavda	ekat	nac,	eW.wolfrevo	reffub	gnisuac	no	os	dan,	sserda	nruter,	retniop	emarf	suiverp,	eht	ecalper	lliw,	ti	neht
setyp42>	ezis	fo	atad	hsup	ot	yrt	ew	won	setab	42	ezis	fo	si	fub	esopus	su,	woN.retniop	emarf	me	hsz	odamahCllehs	amargorp	mu	somalatsnI	.reffub	ed	oruotse	o	rative	arap	sadidemartnoc	sair¡Ãv	mªÃt	sianoicarepo	sametsis	so	,aid	me	ejoH.ol-ªÃzaf	omoc	somerednerpa	,aroga	rezaf	euq	od	acis¡Ãb	aiedi	amu	somet	omoC.llehs	ogid³Ãc	od
o£Ã§Ãazilacol	a	arap	elortnoc	o	¡Ãrassap	etnemlautneve	euq	,PON	odnetnoc	o§Ãeredne	olep	)fob(	lev¡Ãrenluv	amargorp	od	onroter	ed	o§Ãeredne	o	riutitsbus	somasicerp	,reffub	od	ortned	llehs	ogid³Ãc	od	o£Ã§Ãazilacol	a	somebas	​Â	​Â	siop	,aroga	reffub	od	ortned	llehs	ogid³Ãc	o	oriemirp	racoloc	euq	somet	,reffub	ed	oruotse	o	ratucexe	arap	,arogA
.hsad/nib/	llehs	o	arap	atnopa	hs/nib/	ocil³Ãbmis	knil	o	,40.61	utnubU	e	40.21	utnubU	sMV	sa	sabma	mE	:hs/nib/gnirugifnoC.	kcatscexeon	z-	esu	,ossi	raretla	araP	lmth.vne_bal/gro.sbalytirucesdees//:sptth:MV	utnubU	od	daolnwoDsecnerefeR.ziar		Ã	osseca	sometbo	e	reffub	ed	oruotse	ed	euqata	mu	otixªÃ	moc	somazilaer	,amica	sadanoicnem	sapate	sa
odnazilaer	,missAziar		Ã	osseca	:3ziar	osseca	o	someretbo	kcats/.	somratucexe	euq	missAkcats/.	e	erolpxe/.	rop	oviuqra	o	somatucexe	e	oic​Ãtcif	acram	ed	oviuqra	o	somevomer	arogAc.erolpxe	erolpxe	o-	ccg.odnamoc	o	odnasu	cc	oviuqra	o£Ã§Ãarolpxe	a	somalipmoc	,c.erolpxe	oviuqra	od	o£Ã§Ãide	a	s³Ãpa
,arogA;))edocllehs(foezis,edocllehs,)edocllehs(foezis-)reffub(foezis+reffub(ypcmem.dnammoc	odnamoc	o	odnasu	reffub	oa	llehs	ogid³Ãc	o	somanoicida	,ossi	rezaf	ed	siopeD.etse	a	etnahlemes	¡Ãres	lanif	o£Ã§Ãarolpxe	ed	ogid³Ãc	ossoN.PON	sogid³Ãc	so	odnetnoc	o§Ãeredne	olep	lauta	onroter	ed	o§Ãeredne	od	o£Ã§Ãiutitsbus	an	¡Ãratluser	euq	,08x0
omoc	,sele	ertne	rolav	ranoicida	somedop	o£Ãtne	,llehs	ogid³Ãc	olep	sodasu	o£Ãs	setyb	52	e	ahlip	alep	sodasu	o£Ãs	setyb	63	siauq	so	ertne	,715	ed	reffub	ed	ohnamat	met	o£Ã§Ãarolpxe	a	omoC	.DIU-teS	ossecorp	mu	me	o£Ã§Ãucexe	a	edepmi	euq	adidemartnoc	amu	met	40.61	utnubU	on	o§Ãart	ed	llehs	O	.o£Ãn	uo	lev¡Ãtucexe	¡Ãres	o£Ã§Ãucexe	me
amargorp	etsed	ahlip	a	es	ridiced	arap	o£Ã§Ãacram	asse	asu	ocim¢Ãnid	rodalucniv	o	uo	lenrek	O	.ahlip	e	ahlip	ed	o§Ãeredne	DEES	DEES	on	lev​Ãnopsid	,erolpxe	,MV	)stib	23(	40.61	utnubU	lev¡Ãrenluv	amargorp	od	daolnwod	o	rezaf	asicerp	ªÃcov	,ossi	araP	.40.61	utnubU	od	MV	.lic​Ãfid	siam	euqata	osson	anrot	hsad/nib/ni	adidemartnoc	a
,hs/nib/ratucexe	ed	edneped	euqata	osson	e	,DIU-teS	amargorp	mu	©Ã	amit​Ãv	ed	amargorp	osson	omoC	.oig©Ãlivirp	o	odal	ed	odnaxied	etnemlaicnesse	,ossecorp	od	laer	oir¡Ãusu	od	DI	o	arap	ovitefe	oir¡Ãusu	od	DI	o	etnemataidemi	adum	ele	,DIU-teS	ossecorp	mu	me	odatucexe	©Ã	ele	euq	atceted	hsad	o	es	,etnemacisaB	.wolfrevo-reffub	ed	seuqata
sod	sacit​Ãrc	sapate	sad	amu	©Ã	so§Ãeredne	rahnivida	;sotaxe	so§Ãeredne	so	rahnivida	lic​Ãfid	anrot	otsI	.amargorp	od	ohla§Ãebac	on	opmac	mu	racram	masicerp	sele	,ajes	uo	,siev¡Ãtucexe	sahlip	ed	o£Ãn	uo	masicerp	es	raralced	meved	)sadahlitrapmoc	sacetoilbib	e(	samargorp	ed	sair¡Ãnib	snegami	sa	:uodum	aroga	otsi	sam	,siev¡Ãtucexe	sahlip
ritimrep	avamutsoc	utnubU	o	:lev¡Ãtucexe	o£Ãn	ahliP	.rotcetorp-kcats-onf-	o£Ã§Ãpo	a	odnasu	o£Ã§Ãalipmoc	a	etnarud	o£Ã§Ãetorp	atse	ravitased	somedoP	.o£Ãranoicnuf	o£Ãn	wolfrevo	reffub	ed	seuqata	,o£Ã§Ãetorp	atsed	a§Ãneserp	aN	.raruges	edop	ele	euq	od	reffub	mu	me	sodad	siam	racoloc	atnet	amargorp	mu	odnauq	erroco	euq	o£Ã§Ãidnoc	a
©Ã	wolfrevo	reffuB.wolfrevo	reffub	©Ã	euq	o	ednetne	oriemirp	s¢Ãtel	,wolfrevo	reffub	ed	euqata	on	rahlugrem	ed	setnA	.o£Ã§Ãnuf	ad	siacol	siev¡Ãirav	o£Ãtne	e	)adamahc	ed	o£Ã§Ãnuf	ad	emarf	ed	rodatnopa(roiretna	emarf	ed	rodatnopa	,)o£Ã§Ãnuf	atsed	o£Ãsulcnoc	a	s³Ãpa	elortnoc	o	ranoicerid	edno(onroter	ed	o§Ãeredne	o	o£Ãtne	,sodassap	o£Ãs
o£Ã§Ãnuf	ad	sortem¢Ãrap	so	oic​Ãni	on	edno	,adamrof	©Ã	ahlip	amu	o£Ãtne	,adamahc	©Ã	o£Ã§Ãnuf	amu	odnauQkcatS	fo	ymotanA	:1gif.	kcats	fo	ymotana	eht	dnatsrednu	s¢ÃteL	.osoicilam	ogid³Ãc	ed	o£Ã§Ãucexe	a	rasuac	uo	amargorp	o	ravart	,sodad	repmorroc	edop	)adacola	air³Ãmem	ad	setimil	sod	arof	atircse(wolfrevo	reffuB	.sorietni	ed	yarra	mu
©Ãta	seretcarac	ed	gnirts	amu	edsed	retnoc	arap	adacola	air³Ãmem	ad	laicneuqes	o£Ã§Ães	amu	atoned	reffub	osac	etseN	.wolfrevo	reffub	o	rasuac	edop	euq	otcerrocni	oriehcif	o	rareg	arap	adauqeda	amrof	ed	o£Ã§Ãarolpxe	ed	amargorp	mu	riurtsnoc	ed	somasicerP	:oir³Ãtarobal	od
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